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ND  Proc resit bezpecnost?

Dle statistik je az 90% v8ech Gtokd provedeno zevnitf sité
Zodpovédnost za utoky z vasi sité méa vzdy provozovatel

Bezpecnost je jen jedna pro bezdratovou i dratovou sit
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o Kde resit bezpecCnost?

U bezdratovych siti

U dratovych siti

Na routerech

Ve VPN

Na aplika¢ni Urovni
Sprava aktivnich prvki
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nis  Sifrovani a autentizace

Sifrovani a autentizace jsou téméF nezavislé
Sifrovani se pouziva predevsim ve WiFi
Typy Sifrovani WiFi

WEP

WPA-TKIP
IEEE 802.111 (WPA2-AES)
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e Zpusoby autentizace

Oteviena sit

MAC adresa

Web portal

Jednotné heslo (pouze WiFi)

IEEE 802.1X

Jménem a heslem
Pomoci certifikat a SmartCard
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e |[EEE 802.1X

Vydani 2001 (2004, 2010)

Plvodné urcen pro porty na dratové siti

Nutny klient (supplicant) na zafizeni, které se pfihlasuje do sité

Ve vychozim nastaveni neumoznuje pristup do sité zafizenim bez
supplicantu
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o Flex-auth Sequencing

Umoznuje se do zabezpecené sité prihlasit i bez 802.1X supplicantu
Podporovano na Cisco prepinacich i u nékterych jinych vyrobcu
V bezdratovych sitich je omezené
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nid  Redeni autentizace?

Cisco Identity Services Engine
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2 Identity Services Engine

HW i Virtualni platforma

Podpora VMware, Hyper-V i KVM

RUzné licence

Moznost HA

Standalone nebo distribuovana architektura
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2 Identity Services Engine

Podpora velkého mnozstvi databazi

Mnohem vice nez jen RADIUS

Preddefinované profily pro rizné vyrobce (nejen Cisco)
MozZnost propojeni s Cisco Prime Infrastructure

API
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no  |SE - Funkce

Guest Portal

RADIUS

TACACS+

VPN

Klasifikace koncovych zafizeni
BYOD

Posture
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no  |SE - Funkce

Autentizace na zakladé polohy
Podpora MDM

Portal pro generovani certifikatt
TrustSec

pxGrid

Easy Connect (PassivelD)
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s |SE — architektura

Standalone architektura
Moznost HA

Distribuovand architektura
Podpora od jednotek klientli az po stovky tisic klient(
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o ISE — podpora databazi

Interni databaze (pro uzivatele i koncova zafizeni)

Active Directory
Moznost vice domén
Trusted domény

LDAP (RFC 2251)
RADIUS Token identity source (RFC 2865) a RSA RADIUS token server
Certificate authentication profile

&
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e |SE — Guest Portal

Moznost vytvoreni vlastniho vzhledu portalu (plna customizace)
15 preddefinovanych jazyk
Moznost vytvareni portalu ve WYSIWYG editoru (isepb.cisco.com)

Uzivatelské ucty mohou vytvaret vybrani zaméstnanci
Uéty Ize vytvaret pro jednotlivce i hromadné
Lze omezit vytvareni U¢tl dle skupin
Lze definovat, kdo Uéty mlze spravovat
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e |SE — Guest Portal

Uget si mize vytvorit sam uzivatel (self-registration)
Vytvareni U¢ta Ize omezit pomoci PIN kédu

Vytvorené ucty mohou vyzadovat schvaleni navstivenou osobou nebo
povéfenym zameéstnancem

Uéty Ize predat riznymi zptisoby
Tisk
E-malil
SMS
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e |SE — Guest Portal

Platnost Ize nastavit od prvniho pfihlaseni

MoZnost zobrazeni reklamy

Lze propoijit s registraCnim portalem zarizeni zaméstnancu
Portalll muze byt vice (napt. dle polohy)
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e ISE — AAA

RADIUS pro Autentizaci, Autorizaci a Accounting (zaznamenavani)

Moznost ovéfit a definovat prava pro pfistup na sitové aktivni prvky
(TACACS+)

Podpora mnoha protokolu (napr. MS-ChapV2, EAP-GTC, PEAP, EAP-TLS,
PEAP-TLS, EAP-FAST)

Proxy funkce pro externi RADIUS (napf. EDUROAM)
Lze volit poradi databéazi, u kterych se uzivatel ovéfuje

<}
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nd  |SE — AAA (Autorizace)

Lze aplikovat VLAN nebo filtr (ACL) dle:
Uzivatele (Role, skupiny)
Stavu a typu koncového zaftizeni (Profiling)
Mista pFipojeni
Historie pfipojeni
Politiky Ize ménit ,,za béhu“ pomoci CoA (RFC 3576)
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no  ISE — AAA (Accounting)

Zaznamenavani aktivity uzivatell a zarizeni pfipojenych v siti
Systém pro sledovani vystrah (Uspésna/nelspésnd pfihlaSovani, neaktivita,
stav systemu AAA, dostupnost externich databazi, aktivita filtrt)
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no  |SE — Profiling

Automatické rozpoznavani a klasifikace pfipojenych zafizeni
Preddefinované profily pro bézna mobilni zafizeni
Preddefinované profily pro sitova zafizeni (NAD) ruznych vyrobcu
Podpora pro IPv6
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e ISE-BYOD

Co si pfedstavit pod pojmem BYOD???
Registrace a provisioning klientskych zatizeni
Specifické podminky pro BYOD zafizeni
Moznost vydavani certifikatt pro BYOD zafizeni

Moznost automatické konfigurace BYOD zafizeni (Windows, MacQOS, iOS,
android)

<}
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s |SE — Posture

Posture assessment

Posture defines the state of compliance
with the company's security policy

AUTHENTICATE USER/DEVICE
Posture: Unknown /| Non-Compliant 7

QUARANTINE
Limited Access: VLAN { dACL [ SGTs

POSTURE ASSESMENT
Check Hoffix, AV, Pin lock, USB Device, elc.

REMEDIATION
W3US, Launch App, Scripts, MDM, etc.

AUTHORIZATION CHANGE
Full Access — VLAN / dACL | SGTs.

Ant-Mabwats Condiio:
Anfl-Soywware Condtion
Anfi-vines Gonditian
Aplicion Candition
Compoiing Candifion

Digkc Encryption Candilion
File Congilian

Faich Managsment Coniition
Regisry Gonditian

Sarvice Gondtion

HE3E Cordiion
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e |SE - EMM

3 Party EMM Vendor Support — APIv1

CIiTRIX @ Mobilelron SOTI

L}
Xeniobile

Version 7.1 Version 5.5 SOTI MobiControl 12.4
-
- 2 GLOBO v
*Good Q Symantec.
owereo By BrackBenrmy

Version 2.3 GO!Enterprise MDM v3.7 App Center w4.1.10

MaaS360° @ /ABSOLUTE ‘ Tangoe

by Fitserlink, ar IBM company

Cisco MCMS v1.0 firy Data & Device Security Wersion 13.2 Patch 5
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e |SE - EMM

3 Party EMM Vendor Support — APIv2

‘arses’ Meraki w

Systems Manager Afaria

airwatch
by VIMWare
Planned for release 8.3

JAMF I, Cisco ISE MDM APIV2 is fully
software ‘ backward compatible with APIv1

Casper Suite "' Subject of change wio further notification
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e |SE — Easy Connect
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NS ISE — Vendor compatibility

Device Vendor CoA URL Redirect Supported/Validated Use Cases
Type Type |Type
802.1X/ Profiler Profiler Posture Guest/BYOD
MAB without | with
CoA CoA
Wireless | Aruba 7000, RADIUS | Static URL iy Y Y ) y
InstantAP
Motorola RFS RADIUS | Dynamic URL v y y ) )
4000
HP 830 RADIUS | Static URL i y Y 'l y
Ruckus ZD RADIUS  — | y y - -

1200
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NS ISE — Vendor compatibility

Device | Vendor CoA URL Redirect  Supported/Validated Use Cases

Type Type | Type
802.1X/ | Profiler Profiler | Posture Guest/BYOD
MAE without | with
CoA CoA
Wired HP AS500 RADIUS | Auth VLAN y 'l Y ) i
provided by
ISE
HP 3800 and RADIUS | Auth VLAN v v y v v
2920 provided by
(ProCurve) ISE
Alcatel 6850 SNMP | Dynamic URL | v v v v v
Brocade ICX RADIUS | Auth VLAN v v Y v v
6610 provided by
ISE
Juniper RADIUS | Auth VLAN y y y y v
EX3300-24p provided by
ISE
For additional third-party NADs, you must identify | v v Requires | Requires CoA support. For URL redirect, if
= | the device properties and capabilities and create CohA the wired device has no URL redirect, utilizes
— | custom NAD profiles in Cisco ISE. support | ISE Auth VLAN. Wireless devices have not

been tested with Auth VLAN.
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V 4

s |SE — Licencovani

Kazdy node je HW nebo virtual appliance
Virtual appliance neni zdarma
Support se kupuje pouze pro HW nebo virtual appliance

Existuji 3 typy licenci BASE, PLUS a APEX
Zvlast licence pro TACACS+
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s |SE — Licencovani

® | icenses are uploaded fo the Primary Administration node and propagated fo the other Cisco ISE nodes in the cluster
» Base license is fundamental for use of Plus / Apex services.

ADDITIONAL OPTIOMS

Subscrption (1, 3, or Syears) Third Party Mobile Device Management (MD#) DEVICE ADMIN

= Posture Compliance " :
. * r - - ar
A=Y = Threat Centric MAC [TC-MAC) n_Elum =
1 d =  Cico |SE eguires & Device

Administration lcense 1o use
= BYOD with buiitdn Cartficate Adatharty Services the TACACS+ semvice aon top of
Subscnption (1, 3, or 5yeare) = Profifing and Feed Services an awsting Base beenss
= Endpoind Protecton Sendce (EPS

»  Cisco pxGrid

»  Basio network acoass: AAA, [EEE-BOZ 1K
Pempsiua »  Guest managemeant

=  EasyConned [Fassivelly)
Sec |SGT, 5GACL, ACHE

= |5E Applic

L T

tion Programming Inderdaces

Temp (50 days)

EVALUATION = FullC

1 1BE funcienglity for 100 andpoints
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no  ISE — Express Bundle

Standalone verze ISE

Lze pouze jeden virtualni stroj

Nelze pouzit HA (pouze na Urovni virtualizace)

Soucasti licence pro 150 zafizeni

Lze licencovat pomoci BASE, PLUS i APEX licenci az do 5000 zarizeni
Nelze pouzit s TACACS+ licenci

Velmi vyhodna cena

&
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e ISE — Upgrade ACS

Brzy bude vyhlageno End-Of-Sale ACS 5.8

Lze upgradovat z ACS na ISE za zvyhodnénych podminek
Moznost upgrade s EoS pravdépodobné také skondi
Upgrade Ize provést od verze 5.5 vyse
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0L Shrnuti

MAC adresy jsou nedostateéné zabezpeceni (zejména chybi Sifrovani v
bezdratovych sitich)

ISE slouzi k pfihlaseni a pfidéleni prav hostum a zaméstnancum (na
firemnich i soukromych zafizenich)

Sila ISE je zejména v komplexnosti feseni a integraci s ostatnimi systemy
Zabezpedeni Ize kombinovat a fesit kontext
Lze sjednotit bezpecnost pro uzivatele v bezdratové, dratové i VPN siti
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Dékuji za pozornost.

UNIS COMPUTERS, a.s.
Jundrovska 31, 624 00 Brno
tel.: +420 544 528 301
fax: +420 541 223 134
obchod@uniscomp.cz

Pobocka Praha
Zeleny pruh 95/97, 140 00 Praha 4
tel.: +420 227 230 080
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